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1 Technical Overview of KEYCARDREAD.DLL
1.1 Scope
MPCOS.DLL은 Visual C++6.0/Visual C++Builder5.0 두 가지로 Tool로 만들었으며 각 Function의 내용은 모두 같다. 

이 DLL은 IC Card(MPCOS-EMV)를 Handling하기위한 Function,을 정의 하였다.

관련 DLL/LIB

DES.DLL(DESBC.DLL), Apicom232.DLL, MPCOS.DLL

DES.LIB(DESBC.LIB), Apicom232.LIB, MPCOS.LIB

DES.H(DESBC.H), Apicom232.H, MPCOS.H
1.2 적용범위
RS232C Port의 사용범위는 200개의 Port를 사용할 수 있게 되어 있으며 Multi Port를 사용하여 Windows NT4.0에서 사용 되게 모든 함수가 적용이 되어있으며 만일 Windows 95/98를 사용하는 경우에는 Multi Process가 지원되는 경우에 한해서 해당 Lib가 진가를 발휘할 수 있을 것으로 본다.

각 통신 Port에 대해서는 Xon/Xoff 또는 Hardware Flow Control를 적용하지 않았다.

Key Card Reader는 GCR400, GCR410을 사용할 수 있게 되어 있으며

통신 Protocol은 TLP224 Protocol을 사용하고 있다.

2 MPCOS.DLL Function
여기에서는 MPCOS.DLL에 서 사용하고있는 Function에 대해서 자세히 기술 한다.

2.1 MpcosSelFil()

int MpcosSelFil(int GCR400_Port, BYTE P1, BYTE P2, 
BYTE Lc, WORD DF_EF_Name)
IC Card에 있는 DF/EF로 이동하기위한 function

int GCR400_Port : GCR400/GCR410 port번호

BYTE P1 : 00h : Implicitly selects the MF or an EF using short file identifier

01h : Selects a Dedicated File when the MF is selected

02h : Selects an Elementary File under the currently selected Dedicated File.

04h : Selects a Dedicated File by its name. This is the name stored in the file body.

BYTE P2 : 00h : Response required.
0Ch : No response required
BYTE Lc : Specifies the Data(File Ref) field length

P1 00h   Lc value 02h

P1 01h   Lc value 02h

P1 02h   Lc value 02h

P1 04h   Lc value 01h ~ 10h
2.2 MpcosSelFK()

Int MpcosSelFK(int GCR400_Port, BYTE P1, BYTE P2, 
BYTE *Terminal_Random,
BYTE *Crypto, BYTE *Card_Random)
IC Card(MCOS-EMV)에 EF file 중 key file을 선택하는 function
int GCR400_Port : GCR400/GCR410 port번호

BYTE P1 : specifies the key number in the EFKey(Elementary File Key) that will be used to compute the temporary key.

BYTE P2 : specifies the key number in the EFKey(Elementary File Key) that will be used to compute the temporary administration key
Value : 00h = Global, 01h=Local. 

BYTE Terminal_Random : Random   is an 8-Byte(Hex string 16-Byte) random that is generated and sent any the terminal.
BYTE Crypto : Key card check sum is an 4-Byte(Hex string 8-Byte)

BYTE Card_Random : Random is an 8-Byte(Hex string 16-Byte) random that is generated and receive any the card
Status : 
0 : OK

1 : Send error

2 : Receive error(Get response error)



3 : Send response command error



4 : Receive Crypto/Card random number error

2.3 MpcosSelPK()

int MpcosSelPK(int GCR400_Port, BYTE CLA, BYTE Kn, 
BYTE Kf, BYTE Pf, BYTE *Terminal_Rn, 
BYTE *Crypto, BYTE *CTC)
Key card의 purse key를 읽는 function. 

int GCR400_Port : Key card reader port번호

BYTE CLA : CLA specifies transmission mode(normal or secure msg)
BYTE Kn : specifies the key number in the EFkey Kf to be used to compute the temporary key.
	Key number(7bits)
	0


The number of a 3DES key must be a multiple of 2.
BYTE Kf : specifies the short file identifier(on 5 bits) of the EFkey holding the key to be used to compute the temporary key.

This key file is always addressed at the local level(Current DF).

	0
	0
	0
	Key File(5bits)


BYTE Pf : specifies the short file identifier of the Purse File to be selected.

	0
	0
	0
	Purse  File(5bits)


BYTE Terminal_Rn : an 8-Byte(Hex string 16-Byte) random value that is generated by the terminal.
BYTE Crypto : an 4-Byte receive check sum data that is generated by the card.

BYTE CTC : an 3-Byte(Hex string 6-Byte) card transaction count that is checking by the card transaction.

Status : 
0 : OK, 

1 : Send error

2 : Receive error(Get response error)



3 : Send response command error



4 : Receive Crypto/CTC error

2.4 MpcosCreate ()

int  MpcosCreate(int GCR400_Port, BYTE CLA, BYTE File_Type, 
BYTE Lc, WORD File_Name, BYTE File_FDB, 
BYTE OPT_EF_Len, WORD DF_Name_Lc, 
WORD AC1, WORD AC2, WORD AC3,
BYTE *DF_Name, BYTE *Terminal_Key1, 
BYTE *Terminal_Key2)
Creates a Dedicated File or an Elementary File function.

int GCR400_Port : IC card reader port

BYTE CLA : 
80h : Transmit normally
84h : Transmit with secure messaging
BYTE File_Type : 
01h : Creates Dedicated File.
02h : Creates Elementary File
BYTE Lc  : Specifies the length of data send with the command
WORD File_Name : Creates a DF/EF file name

BYTE File_FDB : 38h : DF File fixed

Means of the FDB(EF) :

"00h" : EF containing data not interpreted by the card(Data File), No information recovered.

"01h" : Transparent.
"02h" : Linear fixed, no further info
"03h" : Linear fixed, simple TLV

"04h" : Linear valiable, no further info

"05h" : Linear valiable , simple TLV

"06h" : Cyclic, no further info

"07h" : Cyclic, simple TLV

"08h" : Internal Application Data File, No information recovered.

"09h" : Internal Application Data File & Transparent.
"10h" : Transaction Manager EF, No information recovered. 
"11h" : Transaction Manager EF, and Transparent

"18h" : Purse EF, No information recovered.

"19h" : Purse EF and Transparent

"20h" : Secret Code EF, No information recovered.

"21h" : Secret Code EF and Transparent

"28h" : Key EF, No information recovered.

"29h" : Key EF and Transparent
BYTE OPT_EF_Len : if 0x00 is DF fixed value , an EF is record length

WORD DF_Name_Lc : DF를 만들때는 DF의 name length이고 EF를 만들때는 EF의 Body size를 나타낸다.

WORD AC1 : Access condition을 말하며 DF에서는 for sensitive file creation , for Freeze AC on sensitive files를 말하며 EF인 경우에는 Update 권한을 주는 곳이다.

WORD AC2 : Access condition을 말하며 DF에서는 for sensitive file creation , for Freeze AC on data files를 말하며 EF인 경우에는 Write권한을 주는 곳이다.

WORD AC3 : Access condition을 말하며 DF에서는 사용을 하지 않고 EF에서는 Read권한을 주는 곳이다.

BYTE *DF_Name : DF인 경우에 DF name이며 EF를 만들때는 사용을 하지 않는다.

BYTE *Terminal_Key1 : File을 Creation하기위한 temporary key를 말하며 이 Key를 가지고 MAC을 만들어 Card에 Write한다.

BYTE *Terminal_Key2 : BYTE *Terminal_Key1의 내용과 같음.

Status : 
0:OK



1:DF/EF Data send error



2:Receive status error



3:Response command send error



4:Response status receive error



5:MAC check sum error

2.5 MpcosSetStatus()
int MpcosSetStatus(int GCR400_Port, BYTE length, BYTE *SYSdata)
This command defined the card status by setting a system byte.

This system byte is located in the OTP(one time programmable)memory to ensure irreversibility. The card status options are as follows and apply to all applications in the card.
int GCR400_Port : IC card reader port

BYTE length : specifies the length of the data, in bytes, to be updated. This value must be between 1 and 255(1 to FFh)
BYTE *SYSdata : honds the system byte to be update in the OTP Memory The system byte is coded as follows:
	7
	6
	5
	4
	3
	2
	1
	0

	RFU(0)
	Data Unit
	0
	RFU(0)
	Personal 
	1
	1
	RFU(0)


Data unit: 
0= 4 byte data unit(compatible with the carlier MPCOS version)

1= 1-byte data unit of(as required in EMV specifications)

Personal  : 1 once personalization has been completed and the card becomes user mode.
Status : 
0:OK



1:Command send error



2:Status receive error



3:Response command send error



4:Response Status receive error

2.6 MpcosSwrPrt()
int MpcosSwrPrt(int GCR400_Port, BYTE P1, BYTE P2)
Selects the card protocol or speed. Once this command has been executed.
int GCR400_Port : IC card reader port

BYTE P1 : 3.68MHz GEMPLUS GCR400

A2h => 9,600

A3h => 19,200

 A4h => 38,400

94h => 57,600

95h => 115,200
BYTE P2 : specifies a new protocol and card extra guard time.
	
	
	
	
	
	
	
	

	PRT
	CEGT




PRT : 
0x00b : T=0 Protocol




0x10b : T=1 Protocol




0x11b : T=14 Protocol



CRGT: specifies the Card Extra Guard Time. This is number of 
extra 

Elementary Time Units(RTU)s to be inserted between each

character in transmissions from the card

This callus should be 0h in most cases.
Status : 
0:OK



1:Command send error



2:Status receive error



3:Response command send error



4:Response Status receive error

2.7 MpcosRdBin()
int MpcosRdBin(int GCR400_Port, BYTE CLA, BYTE P1, BYTE P2,

                BYTE length, BYTE *data)
Reads data from a transparent Elementary File. This command can only be executed if the Group 3 access conditions are fulfilled.

MpcosRdBin can either read from the currently selected EF(direct selection) or select an EF by specifying its short file identifier and then read from it (implicit selection).

In the latter case, this EF becomes the currently selected EF. If the card encounters any errors at this stage. it leaves the selected file as the currently selected file.

There is no limitation on the amount of data that can be read when secure messaging is not being used.

int GCR400_Port : IC card reader port

BYTE CLA :
00h => Transmit normally

04h => Transmit with secure messaging
BYTE P1 , BYTE P2: 




P1(8 bits)



P2(8bits)

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	0
	Offset(MSB)
	
	Offset(LSB)


to read from the currently selected Elementary File.

P1 and P2 specify the offset, in words, from the beginning of the file to the first byte to read.



P1(8bits)



P2(8bits)

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	0
	0
	ShortID
	
	Offset


to select and read from an Elementary File.

P1 specifies the file to be read from using its short identifier. P2 specifies the offset, in words from the beginning of the file to the file to the first byte to read.
BYTE length : Specifies the length of data. in bytes, to be read. If secure messaging is begins used. a value of 03h should be added.
BYTE data : Response Data. holds the data returned by the card. If secure messaging is in use, this includes the 3 most significant byte of the checksum.
Status : 
0:OK



1:Command send error



2:Status receive error

2.8 MpcosRdRec()

int MpcosRdRec(int GCR400_Port, BYTE CLA, BYTE P1, BYTE P2,

                BYTE length, BYTE *data)
This command is used to read data from a structured file.

File selection can be direct or implicit. When direct selection is used. the file will have already been selected using the Select File command. For implicit selection, the file will be selected in the current DF, using the short file identifier. If the selection is successful, the selected file becomes the current file and the Record Pointer is cleared.

There is no limit to the amount of data that can be read when secure messaging is not being used.

int GCR400_Port : IC card reader port

BYTE CLA :
00h => Transmit normally

04h => Transmit with secure messaging
BYTE P1, BYTE P2



P1(8 bits)



P2(8bits)

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	0
	Record number
	
	Short Id
	1
	0
	0


P1 is the number of the record to read. The value of zero, refers to the current record(this is only allowed for cyclic files).
P2 specifies the file in which the record is to be read by its short file identifier. In the case of direct selection, the file will have been previously selected using the Select File command and P2 is set to zero.
BYTE length : Specifies the expected length of the record which is to be read. If secure messaging is begging used, a value of 03h should be added.  Le may be less than the available data length.

Note : if Le exceeds the amount of available data, or is set to 0h, then MPCOS-EMV will return the status code '6Cnn', Where nn is the amount of available data.
BYTE data : Response Data 
Holds the data returned by the card. If secure messaging is being used, this includes the 3 most significant bytes of the checksum.

Note : If secure messaging id used, the maximum number of bytes that can be returned in the data field is to 61 bytes(buffer size of 64 bytes minus 3 bytes for the cryptographic checksum).
Status : 
0:OK



1:Command send error



2:Status receive error

2.9 MpcosUpdBin()

int MpcosUpdBin(int GCR400_Port, BYTE CLA, BYTE P1, BYTE P2,

                 int length, BYTE *data,

                 BYTE *MAC_Key1, BYTE *MAC_Key2)
Update data in an Elementary File. This command can only be executed when the Group 1 access conditions are fulfilled. If the key file indicated in the access condition is zero, normal processing is used, otherwise secure messaging is used.

MpcosUpdBin can be used either to select a file then update it, or to update the currently selected file. In the card encounters any errors at this stage, it leaves the previously selected file as the currently selected file.

int GCR400_Port : IC card reader port

BYTE CLA :
00h => Transmit normally

04h => Transmit with secure messaging
BYTE P1, BYTE P2:

to update the currently selected Elementary File, P1 and P2 specify the offset, in data units, from the beginning of the file to the first byte to be updated. The data unit is defined during personalization and equals either 1 or 4 bytes. This information can be found in the Answer To Reset. Send P1 and P2 in the following format:




P1(8 bits)



P2(8bits)

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	0
	Offset(MSB)
	
	Offset(LSB)


to select and update an Elementary File other than the currently selected one, P1 specifies the file to be updated using its short file identifier. P2 specifies the offset, in data units, from the beginning of the file to the first byte to be updated. Send P1 and P2 in the following format:




P1(8bits)



P2(8bits)

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	0
	0
	ShortID
	
	Offset


Note: If a key or a secret code is being updated using secure messaging, the offset must specify the position of the first byte of the code or key to be updated. This value will therefore be a multiple of 2 for a secret code and a multiple of 3 for a key.

int length : specifies the length of the update data, in bytes.



16 : If you are updating an EFsc or an EFKey using secure messaging



Length of update data + 3 : If you are updating any other file using secured messaging.

BYTE data: Update data

BYTE MAC_Key1, BYTE MAC_Key2: Update data Message authentication code key(Temporary key).

Status : 
0 : OK

1 : Send error

2 : Receive error(Get response error)



3:Response command send error



4:Response Status receive error

2.10 MpcosWriteEFKey()
int MpcosWriteEFKey(int GCR400_Port, BYTE CLA, BYTE P1, 
BYTE P2, BYTE *Key_data)
Update Key data in an Elementary Key File.

int GCR400_Port : IC card reader port

BYTE CLA :
00h => Transmit normally

04h => Transmit with secure messaging
BYTE P1, BYTE P2:

to update the currently selected Elementary File, P1 and P2 specify the offset, in data units, from the beginning of the file to the first byte to be updated. The data unit is defined during personalization and equals either 1 or 4 bytes. This information can be found in the Answer To Reset. Send P1 and P2 in the following format:




P1(8 bits)



P2(8bits)

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	0
	Offset(MSB)
	
	Offset(LSB)


to select and update an Elementary File other than the currently selected one, P1 specifies the file to be updated using its short file identifier. P2 specifies the offset, in data units, from the beginning of the file to the first byte to be updated. Send P1 and P2 in the following format:




P1(8bits)



P2(8bits)

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	0
	0
	ShortID
	
	Offset


Note: If a key or a secret code is being updated using secure messaging, the offset must specify the position of the first byte of the code or key to be updated. This value will therefore be a multiple of 2 for a secret code and a multiple of 3 for a key.

BYTE *Key_data : EF Key data

Status : 
0 : OK

1 : Send error

2 : Receive error(Get response error)

2.11 MpcosWrBin()

int MpcosWrBin(int GCR400_Port, BYTE CLA, BYTE P1, BYTE P2,

                BYTE length, BYTE *data,

                BYTE *MAC_Key1, BYTE *MAC_Key2)
Write data to an Elementary File by performing a logical OR operation using the current value of the writ area and the value being written. This command can only be executed when the Group 2 access conditions are fulfilled. If the key file indicated in the access condition is zero, normal processing is used, otherwise secure messaging is used.

int GCR400_Port : IC card reader port

BYTE CLA :
00h => Transmit normally

04h => Transmit with secure messaging
BYTE P1, BYTE P2:

to write to the currently selected Elementary File, P1 and P2 specify the offset, in data units, from the beginning of the file to the first byte to be written. The data unit is defined during personalization and equals either 1 or 4 bytes. This information can be found in the Answer To Reset. Send P1 and P2 in the following format:




P1(8 bits)



P2(8bits)

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	0
	Offset(MSB)
	
	Offset(LSB)


to select and write to an Elementary File other than the currently selected one, P1 specifies the file to be updated using its short file identifier. P2 specifies the offset, in data units, from the beginning of the file to the first byte to be updated. Send P1 and P2 in the following format:




P1(8bits)



P2(8bits)

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	1
	0
	0
	ShortID
	
	Offset


Note: If a key or a secret code is being updated using secure messaging, the offset must specify the position of the first byte of the code or key to be updated. This value will therefore be a multiple of 2 for a secret code and a multiple of 3 for a key.
BYTE length : Write Data Length

BYTE data : Write Data

BYTE *MAC_Key1, BYTE *MAC_Key2:

Write Data MAC Key

Status : 
0 : OK

1 : Send error

2 : Receive error(Get response error)



3:Response command send error



4:Response Status receive error



5:Check Sum error

2.12 MpcosWrBinPurse()

int MpcosWrBinPurse(int GCR400_Port, BYTE CLA, BYTE P1, 
BYTE P2, BYTE length, BYTE *data)
Purse Data Write Function

This command is same to MpcosWrBin()

2.13 MpcosRdBal()

int MpcosRdBal(int GCR400_Port, BYTE CLA, BYTE Pf, 
BYTE *TTC, BYTE *Bal, BYTE *CBC)
Reads the specified purse balance value. This command can be executed at any time as long as the MpcosRdBal access condition has been fulfilled for the purse whose balance is to be read.

int GCR400_Port : IC card reader port

BYTE CLA :
80h => Fixed

BYTE Pf : specifies the short file identifier of the Purse File whose balance is to be read, in the following format.




Pf(8bits)

	
	
	
	
	
	
	
	

	0
	0
	0
	Purse File


BYTE TTC : the Termanal Transaction Counter

BYTE Bal : is the current balance value read from the specified purse

Return Read Balance(3 Byte)

BYTE CBC : is the Card Balance Certificate(2 Byte)

Status : 
0 : OK

1 : Send error

2 : Receive error(Get response error)



3:Response command send error



4:Response Status receive error

2.14 MpcosCredit()

int MpcosCredit(int GCR400_Port, BYTE CLA, BYTE Kn, 
BYTE *Cv, BYTE *CC)
Credits the specified value to a purse. This command can anly be executed if the following conditions are met:

· the MpcosSelPK command has been previously executed to select a purse and establish a temporary payment transaction key,

· a Debit has not been executed since the last SelPK command,

· if the purse to be credited is an enhanced purse, the credit secret code, if any, is successfullu submitted,

· the credit amount will not cause the purse to exceed the maximum allowable balance.

The temporary key used by the card to validate the Credit Crytogram can be different from the temporary key used for card/terminal authentication. This enables an on-line host to perform the credit operation using a Credit Key that is not known by the terminal.

int GCR400_Port : IC card reader port

BYTE CLA :
80h => Fixed

BYTE Kn : specifies the number of the credit key in the Credit Key File specified by the purse to be used to compute the Credit Certificate. This may be a Payment Key, a Signature Key, or a Multipurpose Key. Kn is sent in the ollowing format:




Kn(8bits)

	
	
	
	
	
	
	
	

	Key number
	0


BYTE Cv : Credit Value(3 Byte)

BYTE CC : credit cryptogram

Status : 
0 : OK

1 : Send error

2 : Receive error(Get response error)

2.15 MpcosDebit()

int MpcosDebit(int GCR400_Port, BYTE CLA, BYTE *TTC, 
DWORD Dv, BYTE *CDC)
Debits a purse

· the MpcosSelPK command must have been previously executed to select a purse and establish a payment transaction temporary key,

· the debit access  condition must fulfilled if the debit value is greater than the Max.

· the debit value is less than or equal to the current balance.

int GCR400_Port : IC card reader port

BYTE CLA :
80h => Fixed

BYTE Dv : Debit value (2 Byte)

BYTE CDC : Card Debit Certificate's

Status : 
0 : OK

1 : Send error

2 : Receive error(Get response error)



3:Response command send error



4:Response Status receive error

2.16 MpcosVerify()

int MpcosVerify(int GCR400_Port, BYTE CLA, BYTE P2_SCN,
 BYTE *SCvalue)
Compares the value submitted to the secret code number in the currently selected Dedicated File.

int GCR400_Port : IC card reader port

BYTE CLA :
00h => Transmit normally

04h => Transmit with secure messaging
BYTE P2_SCN : specifies the secret code number(from 0 to 7) in the EFsc 
for the currently selected Dedicated File. The value FFh 
specifies the transport secret code.
BYTE SCvalue : hold the value to compare to the secret code specified in 
SCN. If secure messaging is in use, this value is 
enciphered.
Status : 
0 : OK

1 : Send error

2 : Receive error(Get response error)

2.17 Gcr400PowerOn()
int Gcr400PowerOn(int GCR400_Port)
IC Card ATR Command(ATR ON)

int GCR400_Port : IC card reader port

Status : 
0 : OK

1 : Send error

2 : Receive error(Get response error)

2.18 Gcr400PowerOff()
int Gcr400PowerOff(int GCR400_Port)
IC Card ATR Command(ATR OFF)

int GCR400_Port : IC card reader port

Status : 
0 : OK

1 : Send error

2 : Receive error(Get response error)

2.19 MpcosSendFrame()
int MpcosSendFrame(int GCR400_Port, BYTE *Send_buffer, 
int Send_cnt)
The transmitted communication data

int GCR400_Port : IC card reader port

BYTE Send_buffer : Transmitted data buffer

int Send_cnt : Send data length

Status : 
0 : OK

1 : Send error

2.20 MpcosRcvFrame()

int MpcosRcvFrame(int GCR400_Port, BYTE *rx_buffer)
The receive communication data

int GCR400_Port : IC card reader port

BYTE rx_buffer : received data before ETX

Status : 
0 : OK

1 : Receive error, 2: IC Card status error

2.21 MpcosGetInfo()

int MpcosGetInfo(int GCR400_Port, BYTE CLA, BYTE P1, BYTE P2,
BYTE *M_CSN)
Retrieves card-related information. This data can be:

· data generated by the card in response to a command

· generic system data

· application data

int GCR400_Port : IC card reader port

BYTE CLA :
80h =>Fixed
BYTE P1:

 00h, 02h,

BYTE P2: 

00h => Data prepared in the RAM in response to the 
previous command 

A0h => Chip Serial Number, Le : 08 Byte

A1h => Card Serial Number, Le : 08 Byte

A2h => Issuer Serial Number, Le : 08 Byte

A3h => Issuer Reference Number, Le : 04 Byte

A4h => MPCOS-ENV Menual GetInfo ps.
A5h => MPCOS-ENV Menual GetInfo ps
A6h => MPCOS-ENV Menual GetInfo ps

BYTE M_CSN : IC card serial number

Status : 
0 : OK

1 : Send error

2 : Receive error(Get response error)

2.22 MakeTemSysKey()

void MakeTemSysKey(BYTE *Random_No, BYTE *Encrypt_Key,

BYTE *Decrypt_Key, BYTE *Temporary_Key)
Make system temporary key

BYTE Random_No : random number(16 Byte)

BYTE Encrypt_Key: Encryption key(16 Byte)

BYTE Decrypt_Key: Decryption key(16 Byte)

BYTE Temporary_Key: Return temporary key(16 Byte)

2.23 TripleDesEncryption()

void TripleDesEncryption(BYTE *Source_Enc, 
BYTE *Triple_DES_Enc,
BYTE *Encrypt_Key, 
BYTE *Decrypt_Key)
3DES Encryption,  All parameter 16 byte fixed

BYTE Source_Enc : Target data(16 Byte)

BYTE Triple_DES_Enc: Return Encryption data(16 Byte)

BYTE Encrypt_Key: 3DES First Key(16Byte)

BYTE Decrypt_Key: 3DES Second Key(16 Byte)

2.24 TripleDesDecryption()

void TripleDesDecryption(BYTE *Source_Dec, 
BYTE *Triple_DES_Dec,

BYTE *Encrypt_Key, 
BYTE *Decrypt_Key)
3DES Decryption,  All parameter 16 byte fixed

BYTE Source_Dec : Target data(16 Byte)

BYTE Triple_DES_Dec: Return Encryption data(16 Byte)

BYTE Encrypt_Key: 3DES First Key(16Byte)

BYTE Decrypt_Key: 3DES Second Key(16 Byte)

2.25 MakeMac()

void MakeMac(BYTE *RealText, BYTE *MAK_File, BYTE *MACKey1,
BYTE *MACKey2)
Make message authentication code(MAC), 16 byte

BYTE RealText : Source Data, Multiple 16

BYTE MAK_File : Return MAC data(16 Byte)

BYTE MACKey1 : MAC Temporary key1

BYTE MACKey2 : MAC Temporary key2

2.26 ExOr()

void ExOr(BYTE *SText1, BYTE *Ex_Buffer, BYTE *SText2)
Stext1 XOR Stext2 and return Ex_Buffer(16 Byte)

BYTE SText1 : Xor Source(16 Byte Fixed)

BYTE SText2 : Xor Target(16 Byte Fixed)

BYTE Ex_Buffer : XOR Return Value(16 Byte)

2.27 MakeLrc ()
void MakeLrc (BYTE *tx_buffer, int cnt)
홀수는 홀수 짝수는 짝수 끼리 XOR를 하여 data하위 2 byte에 붙여 return한다.

2.28 GetSum()
void GetSum(BYTE *Key_Data, BYTE *GETSUM_Data)
Key의 Check Sum 을 만들어 2 Byte Return 한다.
BYTE Key_Data : Target key data




Key_Data ==> Hex String
BYTE GETSUM_Data : return check sum(2 byte)

2.29 MpcosBCardRead()

int MpcosBCardRead(int GCR400_Port, BYTE *BSN, 
BYTE *Mother_System_Key)
This command is to read the Mother system key file. The card returns the 8-byte(Hex string 16-byte) Mother system key. Error status code 9820 is returned.

int GCR400_Port : IC card reader port

BYTE BSN : Batch Shipment Number(or BSN) is used to compute the 
Transport secret code to be presented to the batch card. Or Batch Secret Number. This batch shipment number is either sent by mail or fax.(Hex String 16 Byte)

BYTE Mother_System_Key : return mother system key(16 byte)

Status : 
0 : OK

1 : ATR On/Off error

2 : Verify  error

3 : Read Mother key error

2.30 MpcosMakeSysKey()

int MpcosMakeSysKey(int GCR400_Port, BYTE *Mother_SysKey,
BYTE *SysKey1, BYTE *SysKey2,

BYTE *M_CSN)
Mother system key를 가지고 Temporary system Key를 만든다.

int GCR400_Port : IC card reader port

BYTE Mother_SysKey : Batch card Mother system key(8 Byte)

BYTE SysKey1, BYTE SysKey2 : Temporary system key 1, 2(8 Byte)

BYTE M_CSN : IC Card serial no.(8 byte)

Status : 
0 : OK

1 : ATR On/Off error

2 : GetInfo error

2.31 MpcosInfoFile()

int MpcosInfoFile(int GCR400_Port, BYTE *SysKey1, BYTE *SysKey2,

BYTE *Terminal_MAC_Key1, BYTE *Terminal_MAC_Key2)
3F01에 EF key에서 Terminal MAC Key를 만든다.

int GCR400_Port : IC card reader port

BYTE SysKey1, BYTE SysKey2 :Mother Key를 가지고 만든 Temporary Key

BYTE Terminal_MAC_Key1, BYTE Terminal_MAC_Key2 :



System Key1,2 Key와 3F01의 Key를 가지고 만든 Terminal 

key를 MAC Key (8 Byte)

Status : 
0 : OK

1 : ATR On/Off error

2 : Select File error(3F01)


3 : Authentication error

2.32 MpcosAuth()

int MpcosAuth(int GCR400_Port, BYTE *Sys_Key1, BYTE *Sys_Key2,

BYTE *Terminal_Mac_Key1, BYTE *Terminal_Mac_Key2)
EF Key(3F01)와 System Key 1, 2를 가지고 상호 인증하여 Crypto Gram이 맞는지 검증하여 정상적으로 맞으면 Terminal MAC Key를 1,2를 retuen한다.

int GCR400_Port : IC card reader port

BYTE Sys_Key1, BYTE Sys_Key2:Mother Key를 가지고 만든 

Temporary Key.

BYTE *Terminal_Mac_Key1, BYTE *Terminal_Mac_Key2 :



System Key1,2 Key와 3F01의 Key를 가지고 만든 Terminal 

key를 MAC Key (8 Byte)

Status : 
0 : OK

1 : Select File Key error

2 : Crypto Gram error

2.33 MpcosChangeKey()

int MpcosChangeKey(int GCR400_Port, BYTE *Sys_Key1, 
BYTE *Sys_Key2, BYTE *Change_Key)
EF Key Change(3F01)

int GCR400_Port : IC card reader port

BYTE Sys_Key1, BYTE Sys_Key2 : Mother Key를 가지고 만든 

Temporary Key.

BYTE Change_Key : 3F01에 변경할 Key data

Status : 
0 : OK

1 : ATR On/Off error

2 : GetInfo M_CSN/Authentication error


3 : First Key write error


4 : Second Key write error

2.34 MpcosUpdatePurseValue()

int MpcosUpdatePurseValue(int GCR400_Port, BYTE Short_DF,

WORD EF_Name, BYTE Short_File,

BYTE *MaxBal, BYTE *MaxBalFree,

BYTE *CurrentBal, BYTE *BackupBal)
Write Selected purse value.

int GCR400_Port : IC card reader port

BYTE Short_DF : Selected DF short identified

WORD EF_Name : Purse EF File name

BYTE Short_File : Purse EF short identified

BYTE MaxBal : Write purse max value(3 Byte)

BYTE MaxBalFree : Write purse max free value(3 Byte)

BYTE CurrentBal : Write purse current value(3 Byte)

BYTE BackupBal : Write purse Backup value(3 Byte)

Status : 
0 : OK

1 : Select purse file error

2 : Write purse value error

2.35 MpcosUpdBinPurse()

int MpcosUpdBinPurse(int GCR400_Port, BYTE CLA, BYTE P1, BYTE P2,

int length, BYTE *data)
Purse data write

int GCR400_Port : IC card reader port

BYTE CLA  : 
00h -> Transmit normally

04h -> Transmit with secure messaging
BYTE P1, BYTE P2,int length, BYTE data


Same to MpcosUpdBin() command
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